Docket No. 826.1678/JDH 



IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re Patent Application of: 

Masanaga TOKUYO, et al. 

Serial No.: To be assigned 

Filed: February 20, 2001 

For: IP ROUTER DEVICE HAVING 
A TCP TERMINATION 
FUNCTION AND A MEDIUM 
THEREOF 



Group Art Unit: Unassigned 
Examiner: Unassigned 



o 
i- 



PS 
CM 
OK 

o 



SUBMISSION OF CERTIFIED COPY OF PRIOR FOREIGN 
APPLICATION IN ACCORDANCE 
WITH THE REQUIREMENTS OF 37 C.F.R. §1.55 

Assistant Commissioner for Patents 
Washington, D.C. 20231 

Sir: 

In accordance with the provisions of 37 C.F.R. §1.55, the applicant submits herewith a 

certified copy of the following foreign application: 

Japanese Patent Application No. 2000-051334 
Filed: February 28, 2000. 

It is respectfully requested that the applicant be given the benefit of the foreign filing 
date as evidenced by the certified papers attached hereto, in accordance with the requirements 
of 35 U.S.C. §119. 

Respectfully submitted, 



HALSEY LLP 



Date: February 20. 2001 



700 Eleventh Street, N.W. 
Suite 500 

Washington, D.C. 20001 
(202) 434-1500 



By: 




D/ Halsey, Jr. 
tion No. 22,729 



o 



u 



PAT ANT OFFICE 
JAPANESE GOVERNMENT 



This is to certify that the annexed is a true copy of the 
following application as filed with this Office. 



Date of Application: February 28, 2000 



Application Number: Patent Application 

No. 2000-051334 



Applicant (s) : FUJITSU LIMITED 

NTT DoCoMo, Inc. 



January 19, 2001 
Commissioner, 

Patent Office Kozo OIKAWA 



Certificate No. 2000-3113678 



a a # Pf- rf 

PATENT OFFICE 
JAPANESE GOVERNMENT 

This is to certify that the annexed is a true copy of the following application as filed 
with this Office. 

& m. #• n b 

Date of Application: 2 0 00^ 2^2 8H 

ft m. # 

Application Number: iffgg 2000 — 051334 

as m a 

Applicant (s): H dtjfil^jS;^ £fc 




2001^ 



# tip rf € 1* 

Commissioner, 
Patent Office 




ffiIE## ffifE# 2000-3113678 



#2 000 — 051334 



[«B*] 

9952076 

[HffiH] ¥^12^ 2j?280 

[&T$fc] WW^filT J6 

immftw&m} go6f 13/00 

[ft*] *m 3ft* 

[ft^xttM] #j^;irjift;ir«ffit*SK±/hH»f»4TBi#i# s±it 

[ft*] *;n « 

[ftmxttjgmi #^;rmR;ir<*r^*iBCB±/hH»f»4Tgi#i# *±$s 

[ft*] ™ w 

[ft*] mm m& 

[58^#] 

[ft*] #p ffitt 



ffiSE#2 000-3113678 



#2 0 0 0 — 0 5 1 3 3 4 

[ft*] IMI 
[ft*] j&H 

[f§E»!I##] 000005223 

[ft*xa:*fM *±a«c^tt 

[SttjSif#-9] 392026693 

100100930 

[ft*Xtt*ifr] ^ — J05 

03-3822-9271 

[MM**] 100080894 

[ft*Xte**M E3JP5 
[«IS##] 03-3823-7935 

[^^^«S##] 024143 

21.000R 



ttil£# 2000-3113678 



#2 000 — 051334 



M» 1 
Htf 1 

1 

9704945 



3 



ffi§E# 20 00-3113678 



#2 000 — 051334 

mmm 

Xfit$g;J5J:tf>tf- h##«*©-apS:mje©^S!IK:tev^^l!lit.S«l©IKtjl# 
f&SET C P 3 * * S/ a >0>#3fe©S8R5fc &3*i-flNR«:Srffl U MSB 7b— * 

±Ba**0«ISl^©TCP3*^5/g>JCov^, ■eft&Jg/fc-rstMK© I 

V*«£|ft*.S» 2 C«g|#4g£ 

JLflBJSl, ^2©til», ±|B2o©TCP3*^J/3>fel|fii:bT* 
y»W JilHl «©TCP3*^2/a>lc»bT— ^©aSffS-^Sr^UT^-- 

TCP=J*?S/a> fc^^S 

££&4*«i:;r* i p;i/-5f^go 

HMfcS2] _taa»i, i2©m#nt TCPx^^*f,0TCP 

:ts^mil#ai©i p;i/-#=£So 

TCPMOI P/\°>ry McoV%T&, I P/t^ry h !*©1&«©#£fJ|j*.«:tT 
z: i: S:#ti:tSfM l 2 ©;i/- #§g@ 0 



ffiM# 2000-3113678 



#2 000 — 051334 

zLtzmwLii-tzm&iMi, 2 a© i p;i/-#^g„ 

5TCP/I P<D/\y^fif#CD-g|S 

•e©^5fe^TCPz3^^^a>5:^L,, ltrfB2o(Z)TC P3*^^a>^^ 
±IB2fC5K©^$fe^©TCP3^^^3>^o^T, ^tlSr^i-S^llt© I 

±IB2o©TCPzi*#S/a:/£7£/&-r£^Ifc0> I P/t^ry h^ffll P7KU 
*S/a>& lJfifcbTStyav^ _hSH 1 M<D TCPn^^i/s> IC^f b T ^M<D 
tC J: 2o©TCP3^^2/a> ; &1fB|^--g> 

[0 0 0 1] 



ffi§E# 2000-3113678 



#2000-051334 

bzmm-rz*? hy-*##«Hbu «&«g£. phs, 

h##e>*i£ i p;i/-##*&H£3;txT^5 0 
m%m&. ±MJ>*-*v bzfu bmi (ip) Lfen>tfrL-^ 

[0 0 0 2] 

p;i,-#ftT*ca$gi^tc<J:£%(Z>;&H££^T*&o£:,, — *ig©*>yh9-^ 

tc <k 3 >tf& £ t C J: £ «3g f b <D &W £ ^ W X -5 s - * # IE L < $ tl V ^ - H 

aSfc'f hTftt. #ffitt<8* 55 s - *fc&&frfc 3 TCP ( 

Transmission Control Protocol) £ V> ^ h 

ziMmmthxmiot^x\f^o 

[0 0 0 3] 

&/MM<Z>m®iiLX3S*). mm*v ht7-*T*H:TCP«:1B«r-*-*/^*--* 
y h«7-^C^btS!l^fl!)TCP3*^J/a>*»oifcCJ:ot, ^tl^nic 



2000-3113678 



#2 000 — 051334 

[0 0 0 4] 

mm l i: e> i: -r s mmi 

0l7lc^*t o I P;i/-#^gte, Ell 6 lc^-T<t:5lc*y hC7-^ K5>f-rtl 
la, lib, IP^^yM2a, 12b, I P 7* V — ^J > ff 1 6 fr*>m 
01 6{C^i-J:-p{C I P/*Ty h**V hy-^^t'f^t. 018 
IZI P/Vrv bO^y fMf&Z. 01 9 JCTCPA^y h©'W^fllfiJt%, 02 

0 1C I CMP7\°>!ry hCD'sy PMf&Zm-t* 

1 P/N'^^y hO'vy #gpiC&01 8 IC^-T J: 5 tCi£M7t;<JD I PrKU^I^t 
s r c - I P (SOURCE IP ADDRESS ) , iift©7 Fl/^&^fd s t — I P T 
Fl'*. (DESTINATION IP ADDRESS) tfffl&StU TCP rttr V h<D^\V #ilPtC It 

01 9lZ7&-t£?KmigjXi<Di}<- h##^&£ s r c-atf-h#-£ (SOURCE POR 
T ) , W&%a>-&- K##Tifc&d s t -s|f- (DESTINATION PORT) 

ICMP/^yhO^y^tCttTYPE (M) IPM 

*i:ft*J©6 4 if v htf>-r-# ^A#gai££*i€> = 

[0 0 0 5] 

02 1 lC_LfBt£5fcM© I PAs-ZmUft IP^^>^12a, 12 blCfcttS 
I P/\°^>y }s(Z)A^J^QiS©7n-S:^L, 02 2 CI P )l—zmW<D I P:*# »y 
^12 a, 1 2 bCfe^S I P/1^y h0ffiM«O7n-^f„ AijflLSlC 
fcV*T, I P*#y*&02 1 {C^-r<fce»{Cl PA^-y h®d s t-I PTKb 

hjefrflWiU h%©f^cttS^xh©TCP/UDP^^ 

*v Yy-Z K^>f Ate I P/^y h&Bf£$rt-= 
[0 0 0 6] 



ffi§E# 2000-31 13678 



#2 000-051334 

ZtLtf-zsmV&V. I P/\°>ry h^y **P*J© s r c - I PTKbXfe^^d s t 
- I PT Fl/X©««ti:fc^e>3MtLfcV\, K-x> FOMS&JilC^ 

[0 0 0 7] 

«*MTCPj»ag«S (T^VT-i/a h^ai-f) tt, 01 7 (c 

aVTJ^JC, *vh9-^K5>f/Ula f 1 Ibt, IPX#y*12a, 1 
2bi:TCP^^>^13a, 13bi:^b'J-ASS#ai4, £J:tfg&Kfit 

) , ^^^rr> h£TCPn**^3>£fltfit-& (^f>^s2) „ -ovN*e, 

*hy-Art<D^-#fre>g^$fctf>I P7Fl/^t3K- }>#-i§-£Jfc#L (*5^y 
^S3) , V'yJTZsYVTv hUVX. ±W&m%^T C P n* ? *, 3 > £St 
fits Ury^S4) . 
fit, x hy-Afr^UT^§fr?:ipJ»rL Ufy^S5) , i$i^b^ 

[0 0 0 8] 



5 



ai|I# 2000-3113678 



#2000—051334 

— A#$ig#X&^ 0 

(b) x> K-x> K««©#«#$*- h?x>f B##TCPS:^$gf-rsfc#>lc, 
bV*J<DfcX hit. ^ti^tUD^y FfrX blzttLTMfaLT^Z^y K 

[0 0 0 9] 
[0 0 10] 

3^^^3>^ima©^Foi^ic?ft3i-t<5^ , n hn^ictt^-e^^vNo 



6 



£fifE4# 2000-3113678 



#2 000 — 051334 

*^>fy-> Mc*fLT5i5ib«fce) iiitMts. zl*u±. *^>f y> ^;fr*>-!*- 
[001 1 ] 

f t p(C|iRt)tV\AH ^7-f7> bV 7 h<Z) M passive mode" Srfljjg-r 5 Zl 
-b- - bf x © ^ >r - 9 if U lc§Sg#^S £ A. £ o 

[0 0 12] 

tCoV*T* 02 (a) (b) tCj^ 

02 (a) iz^ir^oiz. a^r© I p;i/-^ SrsiiiLTt; I PA^ry ^ 

h u-Ajcs*^snT^e>istjp^y Mt^tis) , 02 (to tc^t-j^c 

<D I PT Fl/XfcJ:tf3K- bmmzw.gWkt>z>o 

A;i/y F is ft & 5 n at # -viz, zKoz^teffimzmm-tztcto 
ic, TzfVr-*/3>7u bzi;vmzmW}<DttJ&ZLT. t-;^&©TCP;i 



7 



ffii£# 2000-3113678 



#2 000-051334 



o 

[0 0 13] 

TCPjj^3g(Dff:M*$:SI*JAtioo, >f y htf)f£M£ LtlS* 

^n-A;i/=r**5^ tf^>f l:§liEbfeTCP3^^J/H>?:M3-tSiil: 

[0 0 14] 

®lte, ^^©m^S:^-r€>®T*$>So I^SIC^T, 11a, llbli 
*>yh!7-^K7^A, 12 a, 12b|j:IPX^^, 13a, 13bttTC 
P*#y?, 14{Uh'J-Ai|Sm 15liTCP3^?>i/3>fIf- 
1 6 I P7*y-f^f > ^T'feS, 

(a) IPX*9M2a, 12bCmTCP/IPWyhM^fll* 

(ilOfifil~4) fc-ttlffi©-?-*'*-*. (010TCP3 
^J/3>fIf-*^15) 

(b) ^h'J-AlsS#Il 4tca3ttSTCPS8K3fcI PT Klx^taJf- 

TCP/IPW-y h^y^rtfll*aSiJI#Sl~4 ttA^^ry h£ffi#A>>r 



8 



ffifflE# 2000-3113678 



#2 000 — 05 1334 
(*y ht7-*>f >#-7:n-x) 11a, 1 1 blCoVxTMMlCi&f^-T^o 

HcM. It, *^>f7> ht©TCPn*^$/a>0fil:5ci:, TCP«7 
[0 0 15] 

(1) TCP3^^^a>S:^S-&S^|g5:«i^.fc^llS[©M^^ I P * v V V 

mizm^m&&%.zmi<D&m^& miv^mmmi, 2) ^ tfjfBTCPn 

CPa^^H>MU ttflB2o©TCPi3*^i/3>S:X h V -AT'M 
ts#^i4i:> ±IB:fc*©^i^fc^<DTCP:3#?^3>ico^T. "ttizm 
&?Z>mm<DI P/^>yM*l0I PTKl/xmilFjJf-htfW-iS: 

m^©mjtc^v%#^m^-5m2©^^ (^mmmms, 4) jiib 
m, »2©aafc#8H±» jifa2o©Tcpn**^3;y£i^£LT]fc»jg^ 

. _fclB llOTCPn^^i/a >lC*f bt-«©^g!i^l:#^ LTlfS^- # 
K-Xl 5lC&*ftU ^-^^-^1 5lC*&M$tife-jg©^g!I##lC«fe 
2o®TCP3*?i/3>$:fat5. 

(2) _t|B (1) ICfcVNT, Hi, fl2tf>^&#Mg«, TCP^^«^!()^0T 

cpzi^^i/3> ©^t^jI^i & t, iia^- # ^ - * iz&rn b t v^ z>mm 

(3) JtflB (1) (2) tCfeV%T, »1, ^2©^^a«, TCPM 
© I P/\°>ry Mcov>Tte, I P/\°>>ry h fftfe 



mSE# 2000-3113678 



#2 000 — 051334 

(4) ±as (i) (2) (3) icfev>r, mi, mz&mm^mz. m^on^ 

*^3>ffc&M;tfc§Tfc&TCP=i**:>3>CDI P/t^ry Mcoi^r, I PA 

o 

(5) ±ib (i) - (4) ic^v>r. m2<z>mm^m*. m&omtrrt* 

v M^©A>^f#i:bttt) I CMP/t$-y htour* ■€■© I P7Ki/^f 
«fe * Of JK- H fcitf, Wy h^-*|*lC-£**i*TCP/I P© 

9 > a i fcicMLT^n-etx i o60M!i##$:##b, **i**»«a-r* 

^■^fc^-rsr^fe-e^Sc ^ntc^y, krotc Pn^i' s/a 

[0 0 16] 

— ®2 (b) ttf&ffibfeiiScOT^U^r-S/a^y-h^x^ fe«31Lfc 

2/a htfx>f fcftJC/^y h /\y ^rt©fif*3^agfl: br VnS Zl iitffc^S 

o tot, r{rn-^3*^f-f t^-fcoMEj #r£&<fc<5 0 
^nsnarte, ®2 (c) icj^-r «fce>ic. tcp:3**2/ a 

, 7\°>ry h^y^fft© I P7 KU^fcsK- h##co«#{c«^*^v>. ^or 
, ix>K^h^e.tt, a*©lP^-*^<B«K:, TCP3^j/a> 

[0 0 17] 



ffiUE# 2000-3113678 



#2000-051334 

ss. $im^>¥x.-*±<D£mmmmi o 2 % l < &ffi®mmmn 1 03± 

K##l!^©^fg£II^S£#>tf>V:7 h^iT^ga^^4x. C PU 1 0 1 

(DPP P&if&^tio 
[0 0 18] 

So 

hbhceut, 2, 3 te-eti-rti*;* hT*&y. zzwiLmmtzm-tx.-sizft 

XhlfiDIPTK^lial, T^y ^r-S/a >CD*^-fy> h^K- (tfr 
£&lCT-9--f» ttpl, 3]>^h2©IP7Kl/^lia4, T >^y >r-$/a 
A©*- A/K- T-i/=iyy--Amzm%.m) fcfcp 4T*&££:-r 

So 

[0 0 19] 

itt*H^M©i PJi-*mmx%>*). 04 ic^fcfc^ic I p;i/-#coi P7 
Rl/>Uia2, a 3. ;* h y - 7 h ©if- A>K- h## (I3£fg) &p 

Tfesii-rso 

I P^/-^iiltt*>y K7>f;U 1 a, lib. IPX^y^l2 

a, 12b. TCP^^yM3a, 13b. 2o©TCP3*f J/3>^Xh 

y - A^ang-rstiiB&fliAfc^ h y - 1 4 x b y - 

#M£l 4liTCP3^^$/3>©^©^5feT*S>S^$feI PTKUX&iffi 
•f S8§tg£fii;tT^5o 

1 SttTCPn^^i/a^ifltSf-^^-^T'fc'J, JhSBI PX#y? 



1 1 



ffiSE4$ 2000-3113678 



#2 000 — 051334 
12 a, 12 bl±^-^^-X 1 5 i:IILt;^7 h^v # <DMm*:tf O * 

[0 0 2 0] 

Hg0lC;i3^T. "src al, pi"©" al" te^-fSjctf) I PT Fl/X ( 
s r c - I P) . " pi" &mmrt<D#- (src SrircL 

, " dst a4, p4"ffl" a4" 1$&M9g<D I PT Kl/X (dst-IP) 
, "p4" tt««5fc©jK-h#-S- (d s t-7if-h##) fca*U SEtft«IBl~ 
4i:iy, "src al, pi", " dst a 4 , p 4 " 7^*1^*1 r^j 
— r $fJ «g|£*l£ri:£^l/T^§o p2" JiicjiBL7cJ:e>lCX h U 

-A3£j£V 7 hCDif-A/K- h## (©^-lil) , " pN"ttTCP3^?J/a> 
»M«-£'T?& »J , ? >> 3 >#fc— jftJCfRfy jgfcti*. 
[0 0 2 1] 

(1) *y K9>f Al 1 a, llb*6IPX*5»^12a, 1 2 b (C 
JBA-T* I P A^ry h(D^m (06©7D-) o 

(2) IP^^yn2a, 12b*&**;h!?-^F7>f/Ula, 1 1 bic 

ifeffi-T* i h©»3ffi (07©7n-) . 

(3) TCP3*^S/a>flf-df<-^15 (J^TfS^-^-Xilfl&fB 

•rs) <D^y h y -BlHfcflLJl (08©7n-) . 

±12 (1) (2) CD I P^v hcSDgtJllCfc^T, IP^^yn2a, 12 
bttH5Ca*-T3EiJM»tBl~4K:J:y, I P^-v hcD'x-/ 4fgBtf> I P7FUX 



miE# 2000-3113678 



#2000—051334 
, jK- h##S:^mi-S (0 9-01 2 ©7 0-) . 

2olC#ltLTfEj$LTV^#, mm&WilZ&^X&. << Z/ $ — ~7 3L — 7.i$W®L 
&oT%. I P>C.#y#£TCPX#y# tt^MlC#& LffJM c<tl<£>o tot, 
JtiBA** hfljai (1) tt. SSift«IBii:Sgift«ffi4S:*tf. BMfcJc, Jtfij/** 
(2) tt. ^g|^fg2£^&*ifg3$:#t?o 
[0 0 2 2] 

ii-?z> (i p;i/-^-f >dO - 

^mmmx-it. z\<dipji-t 4 izTCPm$z$:ftteo<DT% a 

bzmm^ 0 5ic^t-<te>ic i ptkux^j:^- h§-j§-©^£*T&vv 

;i/-#p*g<JDTCP*#-/^ 1 3 a%L<tel 3 bfc5I£«t". -LiB^S"? 
CPOSYN77y GUgSfctitS&fc^iO fr^lCT C P 3* * */ 3 > 

mmmzm&ftMftiite^fc i pw^ k o^u, uDP;^^^y> 

©MIS (tfe&©3**5/s>»f|igRfc£) lC§lojb^o£TCPA>r*/ Mi, & 

&m<di pji-* nmmzi P7*>7-f-f >^i 6^s^i p yy-t 

So 

[0 0 2 3] 



1 3 



ffi§E# 2000-31 1367 8 



#2000—051334 
U£<fc?lCd s t — I P7 FUXJdfEofc** by-trZUV-T-t yVr-zfJ]/ 

* y, 7^U^r-^3>I)b^TCP/I CMP«lc§l^£*iT^fc I Ps^T 
vbZttmz. SEHI*IB2%b<tiSE*«iB3K:»L, BI 5 ICtj^J: s> IC I PT 

[0 0 2 4] 

mfrbm?$.T*<Dm<gmh. n*?i/a>mzmmxi&'<&-M<Dm.wm j % m 
5© p n) *mvmz>o 

±mmmmT-*'<-*i 5ttitsx>h'j-it msizjjk-tzoizjgB 

1~4 h U fc^glUT, h'N.y IP7F^ 

JC, TCP^^-y ^}C^VNtTCP3*^i/3>A^n-X$tl5©t|^i}LT 

gai&sjiSo -r^*5t>, TCP3^^$/3>^n-x^ Tcpx^y^n t 
cpn*tri/3 y<Dmm-%zn : bte^±mmmm7 l -*'<-x 1 5p*g©=i*? 

[0 0 2 5] 

, TCP^^y n-X&3Sjb>e>tf>n£tfmL£^ttT, Ji> h v &f§!ii&-rs 



ffilE#2 000-3113678 



$#2 000 — 051334 
T©TCPi/-^>X (SYN (Ifiil*) .FIN (^71*) , RST 

[0 0 2 6] 

"www. nic. ad. j p" I P7 KU^&#5fcfi)0*^ hf 

"8 0" £VNe>rf<- h###SBM£*i£o 
GET/HTTP/1. 0 K-X> KjI^^f) 

GET http://www. nic. ad. j p : 80/HTTP/l. 
0 (^n^r«H) 
[0 0 2 7] 

hftC#3fc©g^ft<Z>fiNg (0 5lCl3tt3" dst a 4" ) * h 

&afgl tCfcV^. V^y h©s r c/K- h##JC T C P 3 * * */ 3 >©M!f# 
# (PN) tfMtb&t. *i5©"e> ^tifc, t-M©TCPn^^i/a>©)K- 

Z1©7K- h#-5f©fiHBW:, TCPW^ h#^8$fg3 Sriiii'f SKSfC, ®5 



1 5 



mgE# 2000-3113678 



#2 000—051334 

lZj&Lfc£olZ%im<?)mWi9cT*2b2>-9--A<Dtf- h## (Bf5tf>" P 4" ) IC# 
#^e>tlS„ -*3&<*tC. ^atg3T*li. d s t -tf- h##;£ttT-&<U s 

[0 0 2 8] 

06l±tfi§B (1) ©I P;*#*/*lC;i5tt-£ I PA^ry h©A*^a$:^t0t 

I P**y *Jc*y K^-f/1^e> I Prttry htfSfcA-TSi:, dst 

-I P7 Fl/X^g*X Ufy/Sl) , 

tifcEl P/^y h&a^^ hcDTCP/I PX# y ?IC3I£$!L (Xf>y^S 2 
) «ta?:^7t5. d s t - I P7 Fl^X^e*^ h^t^v^lctt, 

TCPtiUttI CMP/^«)/ hT'&S^SrM'* (XTVZfS 3) . TCPtil 
<ttICMP/^>); ht^Wtlil I Pyyty-TJ >?1 6^fil?I P/t-5ry 

[0 0 2 9] 

I P/\'>T>y h#TCP=fob<&I CMPW-y h©#^lC«X^y^5 

izn^mmmm^ (^tsai2®7n-) layTCP/ip/^yhwo 
iP7Ki/x hm^zMZ-&m 5 ®^siaig4 tc^-r * oiz&mtz. * 

©tcp/i p^^y^ic5i^^L Uf>^s2) t&mzmT-t&o 

/I P^»; hftCDI P7KU^ >tf- h#^£M;UOT5©^m#fgl 

§[^^ Uf>^S4) o hOTCP/I PX* 

y?iz5\%mis Uf-y^S2) ffiiWtS. 



1 6 



ffiiE# 2000-3113678 



#2 000 — 051334 

[0 0 3 0] 
[0 0 3 1] 

i p/^^ h^TCPt)b<ai cmpa°/t7 h©i^cn ^m#tg2 (® 

10©7D-) }:j;yTCP/IPy^«3/hft©IPTFl/^, ;K-h#-if£#I 
A«®5<z)^fiiaig2{c^i- < fce)ic^-rs Ufy^S3) 0 ^-bT^Sti 
fe^^SrfflgfJL (X^-^^S 4) „ SE«tS *ife».^KHi, X-^v :/S 6 JCfr< 
. *fc^y^3E«l*IB2tcJ:y3Eij|Sna;^ofc»-&K:J±. ^gt#fg3 (01 
l©7n-) (c^yTCP/l p;^9 M^©I P7K1/X jK- 

Uf77"S 5) . fit, XTVZfS 6JCff§, JlfaCD^^lCd s t - I 
PT Kl/^*b< tt-t©*>^*y h 1 ?-?^, A/— T^-f >^"r— ^&*5RU ( 

[0 0 3 2] 

S8tttttfB (3) K^vr^m^-^^-^ i 5 ©x> h y -nmwhmz^-? 

TCP^^yi' ft® 3 * V 1/ a yt>m?~? £ TCPX^fi' P*30)zi * * i/ 



1 7 



ffiM# 2000-3113678 



#2 000 — 051334 
pN" ) frbr-Z^-^foO^^ b U £^s!tL (^r>yyS3) . Ix>h<J 

[0 0 3 3] 

>fA^e>I PX#y ^{CgSA-r-STCP/I P/1>r<y hrtfflsrc-IPTKl/ 
>U s r c h dst-IP7Kl/^ d s t -tK- 

TCP/ I PA^ry M^©s rc-IP7 K l^jtf^Jl'?- # 1 5 fttf)^ 

BA (05#I) ©IP7KI^X{C-StU s r c-tf- h#-&##BA©sK- 
h#-£lC— 3tU d st-IP7FU^^@B0IP7KUX{:-tU d s 

ft-e^sa^i!^, $!ll&ftT-&v^^te^3l£^T^<5o Zltf) IP 
[0 0 3 4] 

> h U fcfmb UfyyS4) „ _hgB^> h U ft(Z)^gAtC s r c-I P7K 
U^fei^s r c-jK- h#-^$:3i^-rs Uf>y^S 5) 0 _hia^> h 

U P"3©^gBlCd s t - I P7Kl/Xfe«fctfd s t -;K- h#^£g0t-r3 (X 
f^S6) 0 M;ttf®5lC£^Tfcj:> 3CgAtC al, pi" 3C@BIC" 
a 4, p 4" ^SiSn*. 

its. sK- h##JCTCPn^^^a>©igStJ##$:^-rs 

^S7) „ $i;ttf®5icfc^Tki:, «@c, Dcotf- i>#-shc" p n" 



1 8 



£ttfE4f 2000-3113678 



#2000—051334 

[0 0 3 5] 

TCP/ I P/lfry hfa<Ds r c - /K- h##{C^ S C<Z»K- 
Uf^^S 8) . TCP/I P/\°^y hp*g<Z)d s t -jK- h##C^ 

n. 

8~*-5 i <y:/l 0<£>#tJ®£:??3 o 

src-IPr^X, s r c-jK- h##lC^-fl-€ J .4Xa 1, pN^g 
Stl> dst-IPTKbX> d s t h#-^lC^-ti^tla 4, p 2 tflgjg 
S*l5 = 
[0 0 3 6] 

SlOit BaSHb^m^fg2{Cfe^-5^£tS$:^07?fe»J, IPX^y^^ 
hc;-^ F^>f AlC^i" -5 TC P/ I PA^ry M^©s r c-I P7 F 
l/*, src-<K-hSf ( dst-IP7Kl/X d s t - /K- h#-^S«#| 

«ie 2 \z <fc y j: o izmm 2 „ 

TCP/I P/\°>ry hft<Z)d s t — I P7 Fl/X^lfS^-^^-X 1 5 fa<D1g 
SC© I P7Kl/XlC-iU d s t -7i<- h##^gC6DJj<- h#-^{C— m 

[0 0 3 7] 

TCP/I P/t^ry hfttf) s r c -aK- h#-^iC^SB<Z)^- b%r^*m 
5tL (Xfy^S 3) „ TCP/ I P/\°>ry bftOds t -aK- h##fC^gA 



tttffE4$ 2000-3113678 



#2 000 — 051334 

±mmmiz£ »j. flMfcEHsjcas^rtt, ngs<«giafg 2 <z> % fc^-r<fc 

src-IP7F^ ( s r c -jK- hS^C^tl^tl a 4, p 4 tffgjg 
S*U dst-IP7Kl/^ d s t -jK- h ##1^*1^*1 a 1, p 1 

[0 0 3 8] 

ana, Btnabfe^aig3{c^^s^ss:^'rsT^y, ip^*?»^^ 

P>*y h?-? K^>f rUc^m-f £TCP/I P/^y hfttf) src-IP7F 
l/X, src-jK-hSf, dst-IP7KbX, d s t - jK- hS^ti^H 

Hfg 3 iz «fc y #c© J: o izmmt* ft&o 

TCP/ I P/^y hfa£>d s t-.I PrKl/^^flf-^^-^ 1 5p*g©^ 
@D© I PT KU*tC— £fcU d s t -tK- h###JggDtf)/K- h#-^tc— £fc 

[0 0 3 9] 

So _hiBm> h y XryfS Zi^^^yzfS 31Z 

ff^, TCP/ I P^^r'y hi*© s r c - I PT KUXJCJgg A© IP7Fl/^ 
(;*^>y^S 3) % TCP/ I PW*; hfttf) s r c-sK- h#-^lC^ 
SA©;K- UfV^S4) , TCP/I P/\°>ry hfttf) d s t 

-sk- k-^jc^bb©^- hs-^&aajet* s Uf^ss) „ fir, ip 
out?, ±iax>hy^gEtca»«F-efe«}^SH^ Uf^s7) , a 

»S*lTV*fcW-n«, ±Kx>hy©«SEJCsrc-IP7KI/^ src- 

OiZ^ src-IP7Fb^, src-jK-.h#^Cfnf*lal, pl^g 
S*U dst-IPTKl/X, d s t -tK- h##tc-etv^*la 4, p 4 #flg)fe 
StlS. flfif-df<-^15CaHEi:" a 3, p 3 " *l<5„ 



ffiM# 2000-3113678 



#2 000 — 051334 

[0 0 4 0] 

t F^-f I v ^Ic^AtSTCP/I PA^r«y hfttf)/\y **3P<Z> s 

rc-IPTKl/X, s r c -tK- h#-i§\ d s t - I P T K I/*, d s t -/ft 

TCP/ I P/^y M^©s r c — I P T K UXtfmM'r- # <-7s 1 5 fatf)^ 
@B©I PT Kl/XJC-SfcU s r c -7ft- h###^g B tf)/ft- h#-^{c-®[ 
L, d s t - I P 7 K l/^Mg A© I P 7 K L, dst-7ft-h# 

TCP/I P/\°>>r>y hfttf) s r c-/ft- h##{C^SD©/K- 
5tU 3) , TCP/ I P/^y hW©d s t - I P7 Fl^lC^g 

Etf>I P7 Ur>^S4) „ TCP/IPW^ hft<Z)d s t 

-jft- h#-^-lC^SE©/K- ht^^lStS Uf>y^S5) „ fit, IP 

src-IP7Kl/X, s r c h^tC-etl^tla 4, pN« 
StU dst-IP7F^, d s t -3ft- h##lC-eti^tia 3, p3« 

[0 0 4 1 ] 

013 tettffB^j&^kx h y -^j&^fg©^3^n-£*ti-0-e&£ o 

•t&fc>*K 01 3©7n-ic^f <fce>ic. lJ-;ty^>^i:bTTCPa^^ 
*>3>©g^£#*> Uf>^Sl) , ^7>f7> hi:TCP3^^^a>$:5g 

(xf*;^s2) . ov>t?. ^^>rr> h-;i/-^^©TCPn^^e/3 



2 1 



mSE# 2000-3113678 



#2 000 — 051334 

ymmfrb d s t — I P7 Kb*i3J:tf s r c — /K— hff3g£Jfc#b {7*7- V? 
S3) , ^7^7^ hV^"7 h £: LT\ ±IH^5fc&CTC P=i**^3>£flli£ 
(Xf'^S4) „ 

[0 0 4 2] 

TCPn^^i/ 3 >lcf!I y ^TS^SH## &fITC Pn^i/ 3 

TCP3*f S/a>«2I#ftt, TOfit (1 0 24«!if) 1 o* offing it 
, flTCP3^^i/H>I©iffl^fci^ m^©#T-MffilcM-rri: 

[0 0 4 3] 

$£MM<DTzfV fr-i/B. yff- h^i>f -eii. I Plt'fflA 4 ^ y bfr-9-4 > 
#*£*T&;fofcV>o ^©fc&lc. U D P^> I CM P * t'T C P«^© I P/^ y h 

fr<D 1 P/\°>ry hOTSi p;i/-#£|^«l&c 1 p;i/-^-f >^£*i£ 0 8fot 

o 

[0 0 4 4] 

&&m<D7°7V>r-i/a>>f-b*xi4"evi.. TCPCiifflC/^y? 



tfJ$E# 2000-3113678 



#2000-051334 

*-rso mn<D i p;i/-^>r y ?\zi&s<z>hL±%t£*><Dt£(D-c mmm 

, ^-^-^UCfcV^T s r c - I P T F l^^iC 3 ^ ^ i/ a >|(©f 1$: b t 

*.fc»£»*rfcjB;x> N U fcAMfc-frT, I P Mif^T> I P« 

-£(D I P:7* U-^W >^*f^iuS:So 

^ C P Ufgij ££D£-r s r £ % «rtg t & 5 o 

[0 0 4 5] 

J:e>lCl CMPA»y^^>f^, 3-5, 11, 12AWti:^S. 
-f I MiirfgB0 2 Olc^UfcJ^&^y b^y 

[0 0 4 6] 

©— SP^SC^Ai-So TCPa*^J/a>WtS I P/^y Mc£D£:n 



fflfE4# 2000-31 13678 



#2 000 — 051334 

*h (=&L<«;i/-*^g) te, SI 4©tJsX NAlCSItfL J:^UIJ^ 
[0 0 4 7] 

CPA^ry h£H<fcK:n**.S/a>fc:J:&:n> h'JMMST^S. fc£U 
014 {C^f £?IC I CMPA^ry h^jifT^F&Fil-e^^-^aJlC-g-tfTC P A 
Try h©3i?f;£fate^T*&S©T% ^-^gp© I PfeitfTCPA^I^© s r 

v Y&-£~?Z> I P/^-y htf^y ^SOcfcttS d s t — I PyKl/^ti, BtfiH I C 
MPT-#mz.<Sti I P"vy **©M«^tf>d s t - I P7 Kl/^.i:^^^m$: 

[0 0 4 8] 

0i5ic;l3^T. ST, iCMP;\ 0 ^^h^n-K (^-#310 tc&M£ 
*IT^S I P/\°>ry hfciOtTCPA 0 ^^ hOsrcfcds t 0) ft^ £ £ -fr 

PWy h£<fctfTC PWy htf) I PTFU^J:^- h&-%<Dmm*5xiiZ 

MPS^fS I P Jt>r y hOd s t-I P7 FI^^O##{COVNT. ^gl^fg 
4 lc<fc&^£?re> Ur^S2) 0 

•ett, I CMP;^ y h ^iO^^i n — K lc^$tiTV>S I P 

/*4ry hJ3<fctfTCPA>!ry h©s r c£d s t 
[0 0 4 9] 



2 4 



ffiE#2 000-3113678 



#2 000 — 051334 

^mwisfr&z)^ ^mmiz^mt. &n<Dm&z>*v hv-tzm&Tc 

[0®<Z>fg#fc^f?l§] 
[HI] 

[0 2] 
[S3] 

#28^#^£*l£^g©*i/£M£^1-0T*&So 
[04] 

[0 5] 

50T?&& 

[0 6] 
[0 7] 

*$&wv>^mm<D i px^^/^iciswsm^j^a^n-sr^f 0t*$>Sc 

[0 8] 

So 

[0 9] 
[01 o] 



2 5 



mfflE^F 2000-3113678 



#2 000 — 051334 

[012] 
[013] 
[014] 
[015] 
[016] 
[017] 
[018] 
[019] 
[02 0] 

ICMPA"^-^ htf)^ ##f££^i-0T*&£o 
[02 1] 

mmm<Di ? fr-zmmz-sttz 1 PA^yh<Dx^mmyu-^m-tmv& 

[022] 

m*m<Di P)\s-*mmzistf2> 1 py^>v h<Dai^«LS7n-2:^t-0T^> 

-5c 

[02 3] 

^^©Tcpj^^fijc^^^^ h v - 2±$Rmmffi<z>y u - bZm-f 



ffiSE# 2000-3113678 



#2000—051334 

i ip;i/-#g|g 

11a, lib *?h»7 — *K9-fA 

12a, 12b IPX^>^ 

13a, 13b TCP^^-yi' 

14 * hy-Aif£Ji#a 

15 TCPn^^^^a^faf-^^-^ 

16 I P7^<7-f-f 



2000-3113678 



#2000—051334 



[01] 



mm 



13a 



12a^ 



11a\ 



14 



h'J-Aiss^z: 

^ \ 



TCP 



£»2 



I P 



&&1 



~r 



T 



15 t 



M TOW 



t <>7 



16 



TCP 



T 



I P 



&&4 



T 



I I 

^ \ 



13b 



12b 



/11b 



1 



miE#2 000-3113678 



#2 000 — 051334 



[02] 



TCP/IP packet 



src-IP : al 
src-port : pi 
dst-IP : a4 
dst-port : p4 



TCP/IP packet 



src-IP : al 
src-port : pi 
dst-IP : a4 
dst-port : p4 



(a1.p1) 



<a2. ^) 



TCP/IP packet 



src-IP : a4 
src-port : p4 
dst-IP : a1 
dst-port : p1 



(a3. -) 



(a4,p4) 



TCP/IP packet 



src-IP : a4 
src-port : p4 
dst-IP : al 
dst-port : pi 



*X hB 



TCP/IP packet 



src-IP : al 
src-port : pi 
dst-IP : a2 
dst-port : p2 



TCP/IP packet 



*X hA 



(al.pD 



(a2.p2) 



src-IP : a3 
src-port : p3 
dst-IP : a4 
dst-port : p4 



TCP/IP packet 



src-IP : a2 
src-port : p2 
dst-IP : a1 
dst-port : p1 



7T 'J 

r-»x< 



(a3. p3) 



(a4.p4) 



TCP/IP packet! 



src-IP : a4 
src-port : p4 
dst-IP : a3 
dst-port : p3 



TCP/I? packet 



src-IP : a1 
src-port : p1 
dst-IP : a4 
dst-port : p4 



TCP/IP packet 



*X h A 



(al.pl) 



src-IP : a1 
src-port : pi 
dst-IP : a4 
dst-port : p4 



(a2.p2) 



TCP/IP packet 



src-IP : a4 
src-port : p4 
dst-IP : al 
dst-port : pi 



(a3. P 3) 



(a4. p4) 



TCP/IP packet 



src-IP : a4 
src-port : p4 
dst-IP : al 
dst-port : p1 



(c) xmmoji'— *str«(D/<v^ h«« 



2 



2000-3113678 



[03] 



4#2 000 — 051334 



101 



2_ 



102 



103 



(CPU) 



*§3t)SB@$S 



^>»-7x-A1 



104 



T 



104 



104 



ffi$E4# 2000-3113678 



#2000—051334 



[H4] 



K 





r 












- \ 



CO 



CO 

CO / 



« 



1 






a 




K 


•4 












JL. 

K 

ti 


4 


1 ^ 




*1 



CM 
CD 



K 



N 




K 
T 
I 

m 

n 
a 

o 



4A 

I 



K 
m 

n 
a 
o 



■ 1 



S — s *r 

% — ' IPC r\ 

a. <r\ I irv ^ 
— ^ o 

esee, 8 

§ -c^ -* — *- < 
O ^ 1 

-jT -jl 



t P-» r< r< 



cm co ^ , 
at a a a a 



4 



ffi$E# 2000-3113678 



[®5] 



#2 000 — 051334 



1 h^mm^^mm^mm-t^m 




5 



ffilE# 2000-3113678 



#2 000—051334 



[06] 




S2 



e*XKDTCPAJDP 





S5 






S4 



aj*fltaic5i*s-r 



6 



ffi§E# 2000-3113678 



#2 000 — 051334 



[07] 




dst-IPT KU*=&L<tt 



S6 



±R)V— Is? 7— Z?)l> 



S7 



7 



ffilE# 2000-3113678 



[08] 



#2000-051334 



^ Aiwa l ^ ■ — ^ 













TCP=i> hp- ;u 







'S1 



S2 








TCPa*£->3><0 













S3 



S4 



<C~0> 



8 



ffifSE# 2000-3113678 



#2 000 — 051334 



[09] 



src-IPT KI/7M§ AOIPT KUXlC-StU 
src-?K- h#^J&<«@ A(D*K — hS^C-aU. 
dst-IPT KUXtfJSEBdDIPT KUXlz-SL. 
dst-#- hMtfSB B<D*I* — hS^K-Sr^S 



S1 




TCP/I P/<^V h 



S9 



TCP/ I P/<^-f h 
|>3(Ddst-#— hS 
#K*MJ— A** 



S10 



frfc£x>MJ£tti£ 



I 



src-IPTKUX. fcAtf 
src-7H— ht ^^ISfS 



S5 



dst-IPT Kl/X. S«fctf 

dst-*- hs^^ae-rs 



±Eiv h «j rtosa c. d 

<DIPT KUXIOSS A. B<D 

hS§l:TCPa*^*>a> 



S6 



S7 



tUilt 2000-3113678 



mi o] 



#2000—051334 




SI 




Afo 



src-Jt?- 



S3 



TCP/IP/ <-5rv H*J<*> 



S4 



S5 



i o 



mH# 2000-3113678 



#2 000 — 051334 



[HI 1] 



tcp/ I P/^-y hrt© _ 
dst-IP7 FU*#lgB DOIPT FUXC— 9tL. 
dst-#- hS^tfSB D©#- hS-^lc-St-TS 



S1 




TCP/ I hrtfl!) 
src-IP7KUXlC«@A 



Jl 



TCP/ I P/^V hrt© 



i 



tcp/ i p**t~j f-n© 

dst-*— h#^fc:®§B 



S4 



S5 



S6 



S8 | 

±ffix > MJ l*i<DiS B E (- 
src-IP7KUX» *5<fct; 




Yes 



ffi|E# 2000-3113678 



#2 000 — 051334 



[012] 



1 



TCP/ I P/^rv hrt© 
src-IPT KUX.*flgBB©IP7 KUXI=— »U 
src-#- h«^*<«B B<D#- KfHIlc-giU 
dst-IPT KUXj&figg AC9IP7 KUXIC-&U 



S1 




TCP/ I P/^v KM© 
src-jtf— HS^KSiD 



T 



TCP/I P/<$"y h«© 
dst-IP7KUXlC«aE 



TCP/ I P/^-y hl»J<0 
dst-/H— f-S^KSiE 



S4 



S5 



S6 



1 2 



miE# 2000-3113678 



#2 000-051334 



[013] 



aim? t2—£7jk~tm 



* 7>htTCP3 



S1 



S2 



T c P n * * S/ 3 t> 
dst-IP7KUX» fc«fctf 
src-tf- hS^SJRST S 



S3 



LTiirlBftttjtlcTCP 



S4 




S6 



S7 



miE# 2000-31 13678 



#2000—051334 



[014] 



ip 



T0P\ 



m 



|IP|IC«p|lP|TCP^ 



0JIE# 2000-311 3 678 



#2 000 — 051334 



1 5] 



£ tTTCP/ KTvV <0 src t 



S1 



*t£5- 



S2 



S3 



1 5 



fflffi# 2000-3113678 



#2 000 — 051334 



[01 6] 



12a 



11a 



16 



I P 



_? 

i pv**?' 

T4 ZjV 



i p 



^.^ ^ 



12b 



1 6 



2000-31 1 3678 



#2000—051334 



[SI 7] 



14 



20 



TCP3*5va> 







/ 

1 


► 


Xfr-'J— ASS ; 





\ 






13a 


\ TCP | 




I TCP J 


^3b 


12a ^ 












12b 




1 1 P 1 




j I 


p j 




11a ^ 


/ 




1 * 




.'~\ 






\ 


V 








/ 

j 


v. 







TCPa*>ya: 



1 7 



£fiffi# 2000-3113678 



#2 000 — 051334 

[018] 



0 


4 


8 


16 


19 


24 . 31 


VERS 


HLEN 


SERVICE TYPE 


TOTAL LENGTH 




IDENTIFICATION 


FLAGS 


FRAGMENT OFFSET 


TTL 


PROTOCOL 


HEADER CHECKSUM 


S 


OURCE IP ADDRESS {src-IPT K UX) 


DESTINATION IP ADDRESS (dst-IPT FUX) 


IP OPTIONS (IF ANY) 


PADDING 


DATA 





ffiIE# 2000-3113678 



#2 00 0—051334 



[019] 



0 4 10 


16 24 31 


SOURCE PORT 
(snwte-MHI) 


DESTINATION PORT 
(dst-#— b&*£) I 


SEQUENCE NUMBER 


ACKNOWLEDGEMENT NUMBER 


HLEN | RESERVED] CODE BITS 


WINDOW 


CHECKSUM 


URGENT POINTER 



IP OPTIONS (IF ANY) PADDING 



DATA 



[02 0] 



#2 000 — 051334 



16 



31 bit 



TYPE (9) 
3.4,5,11.12 



CODE 



CHECKSUM 



UNUSED 



INTERNET HEADER + FIRST 64 BITS of DATAGRAM 



fflfE4# 2000-3113678 



#2 000 — 051334 



[02 1] 




2 1 



ffi$E# 2000-3113678 



#2000-051334 

* 

[02 2] 















dst-IPT Kl/:*4>L<I* 










±s^-f^ >y -r— ?jy 







ffiH4# 2000-3113678 



#2 000 — 051334 



[02 3] 



^5^7> h£TCP=i 



S1 



S2 



HMSjfc© i P7 Kuxfc 



S3 



LTailiafilfigftlcTCP 



■9— At 03* MJ— A's 



S4 




S5 



S6 



S7 



ffilE4# 2000-3113678 



#2000—051334 

mm 

mm] *ru-rtfrn*>m &fi«ELfcTCP:3**s/3>«:j&3gs 

y h 1 &aMb*^fc**IBIK:, |8M^ 1 , 4 tiu TCPn^i' 
*/3> < t3l-5 ; -#'<-* 1 5 fcJtlfcU iVrv bfa(D I P7 Kl/*fflr#33J:tf3K 

„ y e> T C P 3 * 9 i/ a I, 2-d(D 

mm<DI P;^7 hft©I P7 KU*tiMRi3 J: tf/K- h ##fit#tf>-3IS £#r^<Z> 
[jgjRBU B 1 



1 



ffi!E# 2000-3113678 



#2 000 — 051334 



ffi H A 



^fJ## (000005223] 
1. ^3S$U!0 1 9 9 6^ 3^260 



mSE# 2 0 0 0 



-3113678 



#2 000 — 051334 



m m A 



WtW&^ [392026693] 

1 . mn^M B 1 9 9 2^ 8^210 

ft ffi mMiP^E^yFl-TB 1 0#1# 

2 . H 2 000^ 5 j? 1 9 B 

ft ffi JfcMIWSffllEifcfflUr— TB 1 1^1 J 



2 



ffiSE# 2000-31 13678 



